
  
 

IT Administrator 
 
Overview: 
We are seeking a proactive and detail-oriented IT Administrator to manage and enhance our organization’s IT 
systems and infrastructure. The ideal candidate will demonstrate a strong understanding of both technical and 
strategic IT requirements and will actively contribute to making the organization more efficient, secure, and 
integrated across all departments.  
 
Qualifications: Bachelors of degree in Information Technology (Reputed University) 
 
Experience: 8-10 years of experience in the relevant field. 
 
Location: Chennai, Tamil Nadu 
 
Ideal Candidate Profile: 

• Strong understanding of IT systems, cloud technologies, cybersecurity, and infrastructure management. 
• Excellent problem-solving and communication skills. 
• Experience with ERP systems and Microsoft 365 administration. 
• Ability to manage multiple projects and balance short-term support with long-term IT strategy. 
• Proven experience in vendor negotiations and procurement processes. 

 
 
Proficiency & Skills: 
 
IT Systems Security & Compliance 

• Ensure all systems (on-premises and cloud-based) are secured using best practices. 
• Regularly review and upgrade security measures. 
• Liaise with the management team to ensure compliance with data protection and IT governance 

policies. 
 

Infrastructure Management & Support 
Manage, maintain, and develop the full IT infrastructure, including: 

• Network and system topologies 

• Security systems and protocols 

• Data backup, disaster recovery, and storage 

• Microsoft 365 environment 

• VOIP and communication systems 

• Printers and peripherals 

• Hardware, firmware, software, and subscribed services 

• Provide timely support to ensure production output is maintained. 

• Be available to troubleshoot and resolve issues as reasonably required 
 

ERP and Systems Integration 
• Assist in the development and management of the organization’s ERP system. 
• Ensure the ERP system integrates effectively with departmental workflows. 
• Maintain & develop data reports where required 

 
 



  
 

Documentation & Record Management 
Maintain comprehensive records for all IT-related activities, including: 

• Software licenses 

• Procurement documentation 

• Quotations and supplier records 

• Manuals and instructions 

• Service guarantees 

• Infrastructure topologies 

• Subscribed service contracts 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  


